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The Institute of Internal Auditors

® The International Professional Practices Framework
(IPPF)

— Mandatory Guidance

— Recommended Guidance




Mandatory Guidance

® (Core Principles for the Professional Practice of Internal Auditing

® Definition of Internal Auditing
® Code of Ethics

® |nternational Standards for the Professional Practice of Internal
Auditing




Recommended Guidance

® Implementation Guidance

® Supplemental Guidance




Mission of Internal Audit
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® To enhance and protect organizational value by providing risk-based
and objective assurance, advice, and insight.
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Source : The institute of Internal Auditors




Core Principles
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1.
2.

S i

10.

Demonstrates integrity.

Demonstrates competence and due professional care.

s objective and free from undue influence (independent).

Aligns with the strategies, objectives, and risks of the organization.
ls appropriately positioned and adequately resourced.
Demonstrates quality and continuous improvement.
Communicates effectively.

Provides risk-based assurance.

s insightful, proactive, and future-focused.

Promotes organizational improvement.

Source : The institute of Internal Auditors
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1.%1anM 3 (Principles)
2. ﬁﬁlﬂﬂﬁﬁa (Rules of Conduct)
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2. ANNNPITTIN (Objectivity)
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3. MIINYINNNAY (Confidentiality)
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2. ANMNYI5IIH (Objectivity)
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Three lines Model
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® (CPD : Continuing Professional Development / CPE :

Continuing Professional Education
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LLNUATITNIIVADU : Risk — based Audit Plan

* 1l909ANg

* syy Usziilu dndrfuamiAns — Audit Universe / Risk Factors
o msUszanuauiuglviannudeiudu - Assurance Map

*  UTTUIUNITNINEINT

®  SIUUKNUNITNTIVFDY

® LAUDLNUADTIVUINUILNIUYDIIT
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LWUAIUNUSNU : Engagement Plan

* 9113 Auditable Unit
* Ysziflumnudesdeny SIBIANUEENIUNITNITH

* MvuaingUITasALazua UL

Business Objective -> Business Risk -> Audit Objective
o Muunnaeinldlunisnsiaaeu
® JPATINTNYINT - LINYIND LA UIZal
® LuINNSURUAIY : Engagement Work Program
® S1UNUMTUHURY

* AUIRALHUAITUURIY
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Computer assisted audit techniques : CAATs

® Excel and Word knowledge : COUNTIF, VLOOKUP

¥ Vv v

* S3yvaya UU1T8Ya VAFRUTBYA T8

® Data Analytics
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I'T Audit

ISACA - Certified Information Systems Auditor (CISA) Certification
- Cybersecurity Audit Certificate
N15MTIFDU — §ITUIAUA
- Tassadefiugnu
- FPUUNY
- MsUIMINsuarlivaya wleuiy NTEUIUNIT
UHURIY

- MsAuRUNIglY




Usgbnnued IT Control

® General Controls / Application Controls

® Governance Controls / Management Controls / Technical

Controls

® Prevention Controls / Detection Controls / Prevention

Controls

Lméaﬁmﬁuaﬁayja : GTAG 1 - Information Technology Risk and Controls
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Examples : IT Risks

Fraud

Error

Service Interruption and delays
Disclosure of Confidential Information
Intrusion

Information Theft

Information Manipulation

Malicious software : Virus, Worm, Trojan
Denial-of-service

Web Site Defacements

Extortion



Examples : IT Controls

® Physical Controls

® Technical controls

® Administrative Controls

® Segregation of duties

® Development and Maintenance Plans
® Biometric Identification

® Audit trail

® Backup

® Encryption

® Contingency plan
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N157195% Fraud
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N157195% Fraud

GRS
* fluseqela
* I7/N3

* Jland
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TBRITAR

- Lapping

- Skimming

- Check Kiting

- Fraud Disbursement

- Corruption — Procurement
- Bribery

- Information misrepresentation
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® NIBULRTIBAS

* ANSEDUNIU

* MsAUSNWIMSNEFY
® A1SNILNVLDA

o NSLUILANTIT

* MFFULUALUMYUIYUINY
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